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Network operators' configuration habits 

● We conducted a small survey across network operators
● From July  to August 2024

○ Questions related to the configuration of BGP
○ 30 questions
○ 68 answers so far
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→ Two interesting 
outcomes from this 
survey



1. How BGP sessions are configured ?
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Manually using CLI 
or WEB interface

Automation tools



2. What BGP transport protection do you use ?
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What we learned ?

● > 50% configures their border routers manually
● > 80% uses TCP authentication (TCP-MD5 or TCP-AO)
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Routers must agree on the TCP-{MD5,AO} key to use beforehand

TCP
DST: 179

BGP 
Message

abc123 abc123
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Routers must agree on the TCP-{MD5,AO} key to use beforehand

TCP
DST: 179

BGP 
Message

abc123 abc123

Signatures 
do not match



BGP over TCP
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Opportunistic TCP-AO with TLS

The TCP-{AO,MD5} key is 
automatically derived from the 
TLS master secret (using a TLS 
exporter)
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Opportunistic TCP-AO with TLS (cont.)
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TCP
DST: 179

TLS 
Handshake

Initial Key Initial Key



Opportunistic TCP-AO with TLS (cont.)
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Opportunistic TCP-AO with TLS (cont.)
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Opportunistic TCP-AO with TLS (cont.)
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TLS is the first step for BGP automation
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We present a way to automatically configure BGP sessions using TLS 
certificates without relying on another external platform

Will be 
published at the 
end of the year
(CoNEXT 24’)



TLS is the first step for BGP automation (cont.)

● The BGP configuration is authenticated and verified beforehand
● A TLS certificate allows configuring a BGP router

○ e.g., Changing QoS, deploying anycast services, etc.
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TLS is the first step for BGP automation (cont.)

● The BGP configuration is authenticated and verified beforehand
● A TLS certificate allows configuring a BGP router

○ e.g., Changing QoS, deploying anycast services, etc.
● We provide new services for BGP
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⇒ Come and see us if you 
would like to find out more

thomas.wirtgen@uclouvain.be 



Backup Slides
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Opportunistic TCP-AO with TLS (cont.)
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BGP “Client” BGP “Server”



Opportunistic TCP-AO with TLS (cont.)
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SYN (Key 0)
BGP “Client” BGP “Server”



Opportunistic TCP-AO with TLS (cont.)
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Opportunistic TCP-AO with TLS (cont.)

26

SYN (Key 0)

SYN + ACK (Key 0)

ACK + TLS Client 
Hello (Key 0)

BGP “Client” BGP “Server”



Opportunistic TCP-AO with TLS (cont.)
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Opportunistic TCP-AO with TLS (cont.)
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Opportunistic TCP-AO with TLS (cont.)
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